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Web browsers are delivered with the assumption that you may be browsing with a
slow-speed connection to the Internet. As a result they use save (cache) Web pages
to minimize server requests for the most recently used pages. What is good for surf-
ing the Web with a slow speed connection is bad for a real-time SONISWEB® con-

nection.

This advisory points out the Web browser settings necessary to assure you get the
most up-to-date data from the SONISWEB® functions and your database. A
unique browser security issue is addressed as well.

Settings for four browsers are covered: “Browser Settings for Internet Explorer” on
page 3, “Browser Setting for Firefox™” on page 6, “Browser Settings for Net-
scape®” on page 8, and “Browser Settings for Opera” on page 10.
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DIAGNOSING AND FIXING PROBLEMS

For browser or other errors see the SONISWEB® text “Messages, Errors, and Diagnosis”.

TRADEMARKS

Adobe® is the registered trademark of Adobe Systems, Inc.

Cold Fusion ™ is a trademark of the Macromedia Corporation a part of Adobe Systems,
Inc.

Crystal Reports™ is a trademark of Business Objects SA.

FireFox is a trademark of the Mozilla Foundation.

Google® is the registered trademark of Google, Inc.

Lotus®, Lotus 1-2-3™, and WordPro™ are trademarks of Lotus Development Corpo-
ration a subsidiary of the IBM Corp.

Microsoft®, SQL Server™, and FoxPro™ are trademarks of the Microsoft Corporation.

Netscape® is a trademark of Netscape Communications Corporation.

OpenOffice and StarOffice™ is a trademarks of Sun® Microsystems, Inc.

SONISWEB®, SONIS®, RJM Systems, and related logos are trademarks of RJM Sys-
tems, Inc.

The Financial Edge® and The Raiser’s Edge® are trademarks of Blackbaud®, Inc.

DOWNLOADING PDF AND EXCEL REPORTS

Starting with SONISWEB® version 2, the ColdFusion™
Report Builder is used for new reports and enhancements
to existing reports. Whether or not you can download
and/or view reports in the optional PDF and/or Excel
form (Figure 1) depends on your system-security and
browser settings.

PDF O Excel ) Flash Paper (2

o Figure 1 Report Builder Choices

Crystal Reports™-Enterprise, used in past versions of SONISWEB®), has an export func-
tion that provides similar functions.
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BROWSER SETTINGS FOR INTERNET EXPLORER

If you are an administrative user, make sure you are using the Internet Explorer 5.1 or higher
as your browser. No other browsers are supported for administrative users since there are
differences in how they react to HTML and JavaScript that are difficult to debug.

In addition to the correct browser, administrative users need a computer display set to at
least 1024 by 768 and 256 or more colors. More is better since administrators’ Web pages
are dense and full of information.

If you log on to SONISWEB® with a User-ID and password, you are an administrative
user. If you log on with an ID and PIN (personal identification number), you are not an
administrative user.

P
To access the . settings, start the browser and click Tools then

Internet Options as illustrated in Figure 2.

Set the security in Figure 3 so that others cannot inadvertently ac-

cess your password and data as.

General | Security || Privac

2]

Eonnections Frograms | Advanced
Caontent Advizor

Fiatings help vou control t
@( viewed o thiz computer.

& nternet content that can be

Certificates
% Use certificates to positively identiy pourzelf, certification
@l authorities, and publizhers.

[ Clear S5L State ] [ Eettificates.\ ] [ Publishers... ]

Perzonal information

s AutoComplete stores previous entries
and suggests matches for you,

Microsoft Profile Assistant stores pour

AutoComplete. .

|IEH Help

Mail and Mews 3
Pop-up Blocker 3
Manage Add-ons...
Synchronize, ..

Windows Update

Windows Messenger
Sun Java Console

Reset Web Settings. ..

l Inkernet Options... l

e Figure 2 IE Settings

[2]x]

AutoComplete lists possible matches From entries you've
typed before.

Use AukoComplete for

Wb addresses
|:| Forms

User names and passwords on Forms

Clear AutoComplete history

|

[ Clear Forms ] [ Clear Passwords

To clear Web address entyles, on the General tab in
Internet Options, click Cléar Histary,

]

Iy Prafile...

perzonal information.

(] 8 ] [ Cancel

e Figure 3 IE Security Setting
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Check For newer versions of stored pages:
() Every visit to the page

1
General ||5ecurity || Privacy | Content | Connections || Pragrams | Advanced|

% n change which page to use for pour home page. Every time you start Intdynet Explarer
Address: ttp: { e, google. com) | ) Autamatically
O MNever

N
[ Useﬁukn\] [ Usze Default ][ Usze Blank ]

Temporary Internet files Folder

Temporary Intermet files Current location:  Ci\Documents anbl SettingsiBruce)Local

Settingsi Temporaky Internet Files)

< Pages you view on the Intermet are Mqred in a special folder
@& Y for quick viewing later.
Amount of disk space to use:

-

lDeIete Eookies...] [ Delete Files... ] l[ Settings...

Hiztory

% The History folder containg links to pages vou've vizited, for [ Mave Folder. . ][ View Files... “ View Objects. . ]

quick access to recently viewed pages.

Drays to keep pages in history: [ OF " [ Cancel ]

[ Colors... I [ Fonts... ] [ Languages... ] [Accessibility... ]

[ QK ][ Cancel ] Apply

e Figure 4 IE Caching Controls

Turn off caching — the saving of old Web pages for reuse — to prevent old pages from being
redisplayed when what you want are the most recently updated pages. Figure 4 shows how
to do it.

General ||Sec:urity Privacy | Content | Connections | Programs || Advanced fj Delete all files in the Temporary Internet Files
L

‘fou can also delete all your offline content stored
locally.

[“] Delete all offline content:

ok J|[ cancel

Nse Curnent ] [ Use Default ] [ Usze Blank ]

Temporary Internet files

< Pages vou view on¥e Intemet are stored in a spegiaftolder
@& Y for quick viewing later’

[Delete Cookies... ]l[ Delete Files... ]I[ Settings...
Histary

@ The History folder contains links to pages you've visited, for

quick access to recently viewed pages.

Daysz to keep pages in history: Clear History

[ Calars: ] [ Faonts ] [ Languages ] [Accessihility ]

e Figure 5 IE Emptying Cache

As shown in Figure 5, empty the current cache so that you do not get an old Web page.

Browser Settings 4 March 2006



SENISWEB"

Turn off debugging functions that find
“errors” where there are none. Figure 6
illustrates the steps.

Set up file download permissions for the
report options (see page 2) as shown in
Figure 7.

During testing some unexpected interac-
tions occurred when downloading. In
some cases Excel or Adobe® Reader
(for a PDF) opened and the file had to
be saved from those displays. In other
cases, a prompt was given asking where
the file should be stored. Check your
version of Internet Explorer to see how
it reacts to the setting of these controls.

Internet Options @PX|

General | Security | Privacy | Content | Connections | Programs

Settings:

@ Acceszibility

Always expand ALT text for imgge?

Move system caret with [peffs/selection changes

Browsing
Z Always send WMLz as UTF-8 [requires restart]

sally check for Intermet Explorer updates

£ Lz jn Hi jtez [requires restart]

- =0 (R [wilin][w} il [u] f= [l = KR ] L=
Dizable Script Debugging (Intemet Explorer]
Disable 5 cript D ebugaging [Other

Dizplay a natification about every soript errar
Enable folder view for FTP sites

Enable Install On Demand [Internet Explorer)
Enable Install On Demand [Qther)

Enable offline itemz to be synchronized on a schedule

Enable page tranzitions

Enable Personalized Favorites Menu b
< ¥

Restore Defaults

[ QK. H Cancel ][ Apply ]

[RISISTIST ] T

e Figure 6 IE Debugging Controls

]
X

Security Settings

Settings:
f“n TN -~
@ Dowrloads
@ Autamatic prompting For file downloads
() Disable
@. Enable
@ File download
(n_} Lisable
(3‘\.' Enable
Font download
() Disable
@. Enable
C' Prompt
@ Miscellaneaus

PR AU
<

F.eset custom settings

Reset to: | Medium v

e Figure 7 IE Download Controls
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BROWSER SETTING FOR FIREFOX™

If you log on with a PIN as faculty, a student, an “alum”, or an applicant, you are not an
administrative user so you can use Internet Explorer 5.1 or higher, Firefox™, Netscape®
(page 8), or Opera (see page 10) as your browser!. If you log on with a password instead of a
PIN, you are an administrative user and so must use Internet Explorer?.

To access the e settings, start the browser and click Tools
then Options as illustrated in Figure 8.

Set the security as marked in Figure 9 so that others cannot in-
advertently access your password and data.

In Figure 9 you use the Clear buttons to remove any stored in-
formation. With no checkmark in “Remember Password” they
will not be stored. Making the Cache size zero means that you

won’t accidentally see old SONISWEB® pages and data.

=
coo

General

-D

Privacy

@

Web Fea

£

Fes

e

Downloads

02

Advanced

Mozilla Firefox

Help
Web Search Chrl+E
Read Mail (0 new)
Mew Message,., Chrl+M

Downloads Chrl+3
Extensions
Themes

JavaScript Consaole
Page Info

o Figure 8 Firefox™ Options

X

Privacy

As you browse the web, information about where you have been, what yvou have done, etc
is kept in the following areas.

History Clear

Saved Form Information Clear

: saved Passwords Clear
Login information for web pages can be kept in the View Saved Passwords
Password Manager so that you do not need to

re-enter your login details every time you visit, ot Master Password
| [ remember Passwordsl

Download Manager History Clear

Cookies Clear

Cache Clear

Cache Clear

e “EIE

Pages you view are stored in the cache For quicker viewing later on,

Use up ko: B of disk space for the cache,
Clear all information stored while browsing: -

H

-

Il o]
o

HI

2 -]

2| | e

e Figure 9 Firefox™ Privacy Option List

1 See “Browser Testing for SONISWEB®” on page 12 for more information.

2 If you are using a different browser and encounter difficulty, try your function under Internet Explorer before contacting SONIS® sup-

port.
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Downloads of output (see
page 2) are controlled as
shown in Figure 10.  You
have the option of using
“Plug-ins”  instead  of
downloads as Figure 10 il-
lustrates.  Use Foxfire™
help to pick the options
you prefer.

Options [g|

Dovnload Folder

@I [@ Ask me where to save every file ]

Privacy () Save all files ta this Folder: | |

@ Download Manager

[ Show Download Manager window when a download beglns.]

% | Close the Download Manager when all downloads are complete.
Downloads Ao Tomzs

5JO Automatically perform the associated action with each of the Following file types:
Advanced

¢ Figure 10 Firefox™ Downloads Options List
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BROWSER SETTINGS FOR NETSCAPE®

If you log on with a PIN as faculty, a student, an “alum”, or an applicant you are not an ad-
ministrative user so you can use Internet Explorer 5.1 or higher, Firefox™ (page 6), Net-
scape®, or Opera (see page 10) as your browserl. If you log on with a password instead of a
PIN, you are an administrative user and so must use Internet Explorer?.

Netscape® versions older than 6.2 and Internet Explorer older than 5.1 occasionally had
JavaScript errors, so they are not recommended. See “Browser Testing for SONISWEB®”
on page 12.

Netscape® 8.0 and Later

Netscape® 8.0 and later are based on the same

Mozilla Foundation base as Firefox™.,

Start the

browser and click Tools then Op-

tions as illustrated in Figure 11. The settings are
nearly identical to those for Firefox™ in Figure 9
and Figure 10 with a few word changes such as
“Passcard” instead of “Passwords”.

Chrl+k

‘Web Search

Read Mal (0 new)

MNew Message... Chrl+M

Downloads Chrl+]
Extensions

Themes

Javascripk Console
DOM Inspeckor  Chrl+-Shift+I
Page Info

o Figure 11 Netscape® Options

Use Figure 9 and Figure 10 as your guide in set-
ting security for Netscape® 8 and later.

Netscape® 7 Series

To access the settings, start the browser and click Edit then Preferences as illustrated
in Figure 12.

Cirl+Z
Cirl+v'

Clrl+
Ctrl+C
Cirl+y]

Category

b Appearance
[ Navigator
[ Composer

eb Password

Master Passwords
S5L
Certificates
Walidation
[ Advanced
Offline & Disk Space

| Web Passwords |

Password Manager

Pazsword Manager stores your usernames and passwords for sites that require
to log in. and enters them automatically when pou visit those sites.

@ ember passwords for sites that require me to lo /
(| View Stored Passwards

Password Manager x|

-

'asswords Saved PPasswords Mewer Savadl
Password Manager has saved login information for the
follawing sités:

Encrypting versus Obscuring

Sensitive data that i stored on pour hard disk can be encrypted to prevent the
data from being read by an intruder. & password is used to access the data.

] Use encryption when storing sensitive data,

[ ok

l[ Cancel l Help

Site: ‘ | Usemname
127.0.0.1 super]

) G

o —————
C=

e Figure 12 Netscape® Security Setting

Set the security in Figure 12 so that others cannot inadvertently access your password and

data.
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FPreferences

Category

[+ Appearance
[+ Wavigator
[+ Composer
[+ Mail & Mewsgroups
7 Privacy & Security
Cookies
Images
Forrns
“web Pazswords
M aster Passwords
SSL
Certificates
idtion
Advanced

Software Installati...
Mouze Wheel
Syster

Offline & Disk Space

| Cache

Set Cache Optiohs

The cache keeps copies of frequently visited web pages on your hard disk.
This reduces the amourt of time you are conhected ta the Internet. [Clicking
Fieload always shows you the latest verzion of a page.]

e T T ey,

tMemory Cache: | 4098 KB Clear Memory Caghe
R0000 KB Clear Disk Cache |
e T

Compare the page in the cache ta the pége on thefhetwark:

Dizk Cache:

(O Every time | view the paad
O Automnatically
(O Once per sea
Pnfi®) Mewer

[ 0k ] Cancel ][ Help

e Figure 13 Netscape® Caching Controls & Emptying Cache

Turn off caching — the saving of old Web pages for reuse — to prevent old pages from being redis-
played when what you want are the most recently updated pages. Figure 13 shows how to do it in-

cluding emptying the current cache.
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BROWSER SETTINGS FOR OPERA

If you log on with a PIN as faculty, a student, an “alum”, or an applicant you are not an ad-
ministrative user so you can use Internet Explorer 5.1 or higher, Firefox™ (page 6), Net-
scape® (page 8), or Opera as youtr browserl. If you log on with a password instead of a
PIN, you are an administrative user and so must use Internet Explorer?.

Opera versions eatlier than 7 have not been tested. Netscape® versions older than 6.2 and
Internet Explorer older than 5.1 occasionally had JavaScript errors, so they are not recom-
mended. See “Browser Testing for SONISWEB®” on page 12.

To access the 'i} settings, start the browser and click File then Preferences as illustrated in

Figure 14.

1.JRJM University Training Sys
F20)Edt View MNavigaion Eo

Preferences %]

B Dl B Start and exit
[ e windaw Chrl+dt+M EmErrs
loze page Chl+F4 F'erson.a.l infarmation Wwand ) Enable Wand
lnge window Alt+F4 Advertizing
Search anage "W and passwords. ..
(5 dpen Ttk D Skin

VE 35

Shve with images as...

Sdssions
Irnfpiort
Expart

&3 Prirf...

Frink zetup...
Frinfoptions...
F'rint Teview

Crl+P

Wwiorkyaffline
Deletd private data...

F] 'C_lgre_ferences

Chil+Q

[ Fonts and colors

H Programs and paths

@A Metwork

Toolbars and menus
Mouze and keyboard
Windows

Sounds

L Set password...

Evvery time nez@ Lz

Master pazsword

Ask for passwg

Page style
Multimedia

E-mail
File types
Drefault application

Warnings

History and cache
Priva
Security

o Figure 14 Opera Security Settings

Set the security so that others cannot inadvertently access your password and data as shown

in Figure 14.
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Preferences %]

Bl Start and exit
Languages
Perzonal infarmation
Advertizsing

Search
B Skin Memory cache

Typed in addreszes

Yisited addresses

Toolbars and menus
Mouze and keyboard Dizk cache 3 Empty nowe
Windows R
Sounds
[ Fonts and colors
Page style
Multimedia
H Programs and paths
E-mail
File types

_ Default application i R s e \ [V &dwaps check redirect
@8 Metwork _

istory and cache Check images [ &dwaps check redirect

Privacy
Security Check ather

e Figure 15 Opera Caching Controls

Turn off caching — the saving of old Web pages for reuse — to prevent old pages from being redis-
played when what you want are the most recently updated pages. Figure 15 shows how to do it in-
cluding emptying the current cache.

Preferences B

Bl Start and exit

Languages Browszer identification

Perzonal infarmation

Search |dentify az Mozilla 5.0
P Skin Identify a5 bozilla 4.78
|dentify az Mozilla 3.0

Toolbars and menus
|dentify as MSIE B.O

Mouze and keyboard
Windows
Sounds

[ Fonts and colors
Page style
Multimedia

B Programs and paths [ Synchronous DNS

E-mail [ Ercods intemational web addresses with UTF-8
File types

Max connectighs ta a server

[ &dwwaps show server emors
Metwark
" @ FTP paths relative to user directony
Privacy
Security O Abszolute FTP paths

e Figure 16 Browser Identification in Opera

If you view reports generated by Crystal Reports™, you get an empty or blank display for the report.
The report generator has to “know” which browser it is using to sent the correct information as
shown in Figure 16. Reports built with Report Builder (page 2) do not need a special setting.
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BROWSER AND NORTON SECURITY INTERACTION

There have been reports from SONISWEB® customers that the message shown in Figure
17 is caused by an interaction between Norton Internet Security™ (NIS) and the Internet
Explorer (IE) browser.

Tou have another zesston of Sonis™Web running or didn't logout and now mmust waitt to tirme out.
Eeturn

e Figure 17 "You have another session..." Error Message

If you are certain that another browser is not open with the same User-ID, this NIS-IE in-
teraction is suspect. The solution is to change the Norton Privacy Control settings:

1. Log off SONISWEB® and close your Web browser

2. Start Norton

3. Click “Privacy Control” (it's on the left)

4. Select “Configure”

5. Select “Custom Levels”

6. Turn off “Enable Browser Privacy” by clicking until the checkbox is empty

7. Exit Norton

8. Clear your browset’s cookies

9. Logon to SONISWEB®.

A review of Web sites on the subject implies that Norton Personal Firewall™ (NPF) may
cause the same problem. The Web references imply that Netscape® Navigator is affected
also. These have not been reported to RJM Systems.

You should evaluate the privacy and security implications of this change before making it.

BROWSER TESTING FOR SONISWEB®

Primary testing by the developers and the testing staff have been with Internet Explorer (IE) 5.1,
5.5, and 6.0. Firefox™ 1.0.7 as been tested since December 2005 for Student, Faculty, and
Alumni/ae access. The main difference observed is that some displays with a red border in IE have
a black border in Firefox. The Netscape® 4 series malfunctions. Netscape® 6.2, 7.1, and 8.0 have
been tested since August 2002 only for Student, Faculty, and Alumni/ae access. It works well with a
few anomalies. Color hues vary slightly from IE. Many tables render from the bottom not the top.
Opera 7.1 has been tested since July 2003 for Student, Faculty, and Alumni/ae access. It too has
some hue differences and renders tables from the bottom. Older versions of Opera have not been
tested. Testing has been on Intel® and AMD® Pentium™-compatible processors under Win-
dows™ operating systems from 98 through XP Server. Limited testing has been done by staff and
customers with Apple Macintosh® computers running OS X and both Internet Explorer and Safari
browsers with no disruptive anomalies.
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